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EXECUTIVE BRIEF A and

EXECUTIVE BRIEF

Al makes fraud more convincing. The
basic playbook has not changed.

Families do not need to become Al experts to protect one another. They do need a plan for the moment when a
call, message, orinvestment pitch creates urgency. Today's tools can produce a familiar voice, a plausible
photo, and a polished personal story in minutes. That makes old warning signs, such as bad grammar or a voice
that sounds slightly wrong, less dependable. It does not change the final step. The person behind the scam still
needs someone to send money, share a code, reveal a password, or allow remote access, NBIOI]

The practical takeaway

Astrongresponse does not depend on spotting a deepfake. It adds time, a trusted contact, and a second channel
before money oraccess moves.

WHAT Al CHANGES WHATITDOES NOT CHANGE

The disguise gets better

Voice cloning can make an emergency call sound
familiar. Generated images and video can give afalse
profile orinvestment pitch a face. Translation and
writing tools can clean up awkward scripts. Public
data can make the story feel personal. These
changes weaken familiar clues and let one operation
contact many more people with tailored
messages.m[zl[élm
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The decision still matters

Fraud still needs a decision that benefits the
scammer. The request may be for a wire, gift card,
cryptocurrency transfer, one-time code, password,
orremote access. Pressure, authority, secrecy, and
isolation still create the opening. A pause and an
independently sourced contact method still take
control of the evidence away from the person
making the request.

Sources: FBIIC32025[1]; FBI Al public service announcement [3]; FTC voice guidance [6]; investor alert [7]



EXECUTIVE BRIEF A and

WHAT THE EVIDENCE MEANS

Thelosses are serious. Ageis not the
explanation.

Reports from people age 60 and older show very large losses, including thousands of complaints above
$100,000. That deserves a clearresponse, not a story that treats older adults as naturally gullible. FTC data show
that olderadultsreport losing money to fraud less often thanyounger adults. When alossis reported, however, it
is often larger. Exposure, available assets, irreversible payment methods, and isolation under pressure all matter.
So does the fact that complaint systems capture only part of what happens.[”mw

$7.748B 201,266 12,444

REPORTED LOSSES, AGE 60+ COMPLAINTS, AGE 60+ LOSSES ABOVE $100K
Adjustedlossesreportedto Complaints filed with IC3in Complainants age 60+ who
IC3in 2025, up 59% from 2025, up 37% from 2024.™ reported losing more than
2024.MM $100,000.1"

‘ Auseful family role

The goalis not to watch every move or take over. Itis to be a safe second channel when an unexpected request creates
pressure. Support should make it easier to pause and check, while the older adult stays part of the decision.

WHAT THIS PAPERRECOMMENDS

Pause when anunexpectedinteraction asks formoney, a code, a password, oraccess.
Verify another way, using a number, app, or website you already trust.

Share the request with someone you trust before acting, and without shame if something already happened.

Sources: FBIIC32025[1]; FTC older-consumers report [2]; FTC high-loss imposter analysis [4].
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SCOPEAND EVIDENCE

SCOPEAND EVIDENCE

Three reporting systems show different
parts of the problem

No single federal dataset counts all fraud. This paper keeps the systems separate and uses each for the question

it cananswer.

Ol

IC3

Cyber-enabled crime
complaints

Counts complaints and adjusted
reported losses submitted to
the FBI. Its 60+ sectionis the
newest detailed national view for
2025.11

. Language matters

FTC Sentinel

Consumer fraud reports

Comparesreporting patterns by
age andincludes no-loss
reports. It shows lower
loss-reporting rates but higher
medianreportedlosses among
olderadults.!?!

03

FinCEN BSA

Financial-institution suspicion

Captures suspicious activity
reported by banks and other
financial institutions. The

amounts are not the same as

confirmed consumer losses.!®!

In this paper, 'older adult'is the default. 'Elder fraud' and 'elder financial exploitation' are used whenreferring to
established FBI, DOJ, FInCEN, or regulatory terminology. Financial exploitation caninvolve a stranger or a person the older

adult knows. 13!

EVIDENCE DISCIPLINE

® Reported complaints are not a prevalence estimate; many events are never reported.

e Categoriescanoverlap. Cryptocurrency and Al-related labels may describe how a crime was facilitated, not

a separate crime type.

® Victims may not know whether Al was involved, so Al-related complaint counts are likely incomplete.

Sources: FTC older consumers report [2]; FINCEN EFE analysis [5]; DOJ Elder Justice Initiative [13]
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THE REPORTED SCALE A and

O1-THEREPORTED SCALE

Reportedlosses grew faster than
complaint volume

IC3received 201,266 complaints from people age 60+in 2025, 37% more thanin 2024. Adjusted reported
lossesreached $7.748 billion, 59% more than the prioryear.m[w]

COMPLAINTS FILED BY PEOPLE AGE 60+

201,266

+3/7%

yearoveryear

147,127

2024 2025

ADJUSTED REPORTED LOSSES

+59%

2024 yearoveryear $4.88

‘ Why the gap matters

IC3reports that 12,444 complainants age 60+ lost more than $100,000 in 2025."

Sources: FBIIC32025 Annual Report [1] and 2024 Annual Report [19]. Figures are rounded where shown

KinKeeper.com | Elder Fraud in the Al Era Whitepaper °



THE REPORTED SCALE A and

WHERE REPORTED LOSSES CONCENTRATE

Investment and support scams
dominate the 60+ loss table

In2025 IC3 complaints filed by people age 60+, investment complaints accounted for $3.519 billionin reported
losses. Tech and customer support followed at $1.041billion. Cryptocurrency was tracked separately as a
descriptorand appearedin $4.347 billion of reported 60+ losses, so it should not be added to the categories
below.”

20251C3 ADJUSTED LOSSES REPORTED BY PEOPLE AGE 60+

Tech /customer support - $1.041B
Confidence /romance - $584M
Business email compromise - $568M
Governmentimpersonation - $413M

‘ The Al signalis visible butincomplete

IC3recorded 3,143 Al-related complaints from people age 60+ with $352.5 millionin reported losses. Across all ages, IC3
recorded 22,364 Al-related complaints and $893.3 million in losses. Because complainants may not know whether Al was
used, these figures should be read as identified Al references, not total Al-enabled fraud.!"

Source: FBIIC3 2025 Annual Report [1]. Crime types and descriptors may overlap; amounts should not be summed across those systems.
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THE REPORTED SCALE Aand

ANECESSARY CORRECTION

Thisis not a story about older adults
being easierto fool

FTC data show that older adults reported losing money to fraud at a

lower rate than younger adults. When aloss was reported, however, the
[2]

median loss was higher, especially for people age 80 and older.

$900

MEDIAN REPORTED LOSS, AGE 60+

$1,650

MEDIAN REPORTED LOSS, AGE 80+

FTC Consumer Sentinel reports for 20242 Higher than any otherage groupinthe FTC report.m

ABETTERRISKMODEL

Exposure ‘ Irreversible rails

Scammers canreach anyone through calls, texts, email,

social media, search ads, and pop-ups.

Available assets

Retirement savings, home equity, and accumulated
balances can make a successful event more costly.

‘ What follows from the evidence

Cryptocurrency, cash, wires, and gold can turn one
pressured decisioninto a hard-to-recover loss.!

Isolationunder pressure

High-lossimposter scams often aim to keep the person

onthe phone and away from a second opinion.[4]

Arespectful defense adds time, independent verification, and trusted connection around high-risk actions. It does not

remove independence from everyday decisions.

Sources: FTC older consumers report [2]; FTC high-lossimposter Data Spotlight [4]
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WHAT AICHANGES

02

What Al changes

Al can make a false story fasterto produce and easier to believe. It cannot
complete the fraud onits own. Money, a code, a password, or access stillhas to
move through areal channel.

Sources: FBIIC32025 [1]; FBI generative Al public service announcement [3].
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WHAT Al CHANGES

WHAT CHANGED

Four capabilities make old fraud easier
to scale

The FBI describes Al-generated text, images, audio, and video as tools that canincrease believability while

reducing the time and effort required to create deceptive content.™
Polish Personalization
Fluentlanguage, cleaner formatting, and Public data and stoleninformation can be
faster translation remove familiar warning woveninto a tailored story, profile, or
signs such as awkward grammar. message.

03 04

Synthetic presence Scale and persistence

Cloned audio, generated images, and One operation can maintain many distinct
deepfake video canimitate family members, conversations, vary scripts, and produce new
officials, oradvisers. content quickly.

‘ What did not change

The scam still needs a decision that benefits the fraudster: send money, reveal a one-time code, enter credentials, install
remote-access software, or keep the request secret.

Sources: FBIIC3 generative Al PSA[3]; FTC family emergency guidance [6]; SEC/NASAA/FINRA investor alert [7].
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WHAT Al CHANGES A and

WHERE AIENTERS

Al makes the first contact more
convincing

It helps to separate the parts Al canimprove from the moments when a household orinstitution can still interrupt
whatis happening.

Reach
AICAN AMPLIFY
Call, text, email, ad, social message

Credibility

Polish, personal facts, cloned voice, fake profile

AICAN AMPLIFY

Pressure
Al CAN AMPLIFY

Urgency, authority, fear, secrecy

Isolation

Stay ontheline; do not tellanyone

Transfer

Money, code, credential, remote access

Recovery scam
AICAN AMPLIFY

Asecond promise to get the money back

The intervention points

Pause interrupts pressure. Verify another way breaks the sender's control of the channel. Share breaks isolation before
transfer.

Synthesis based on FBI Almechanisms [1][3], FTC high-loss imposter patterns [4], and FTC family emergency guidance [6]
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WHAT Al CHANGES >

SPOTLIGHT

A familiar voice is nolonger proof of
identity

The FBland FTC both warn that a short audio sample can be used to create a convincing imitation of aloved one.
In 2025, IC3recorded more than $5 millionin losses to distress scams with areported Al nexus. !

D FICTIONAL CALL DONOTTESTTHE VOICE

- End the call, even when the story feels urgent.
Family emergency
Uil e AT Call the person onanumberyou already know.

If they do not answer, contact another family

member.
NENRN |
I I Use a private family phrase thatis not posted online.

"Please do not callMom. | need money for
bailright now."

@ Whythisworks

Independent verification works whether the voice was cloned, the caller was a skilled impersonator, or the emergency
was genuine. The response does not depend onidentifying the technology.

DEEPFAKE INVESTMENT RISK

Al-generatedvideo and audio can also imitate celebrities, executives, government officials, orinvestment
professionals. Regulators recommend checking registration and contacting the real organization through
independently sourced information before moving money or securities /18]

Sources: FBIIC3 2025 [1]; FTC voice-cloning guidance [6]; SEC/NASAA/FINRA alert [7]; Investor.gov [18].
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WHAT Al CHANGES >

THE KEY BEHAVIORAL SHIFT

Do not make Al detection the
consumer'sjob

You do not have to decide whetheramessage, image, or voice was made
with Al. You only have to notice when an unexpected interaction asks you

to act before you can verify.

CLUES THAT ARE GETTING WEAKER RULES THAT STILLHOLD
X Bad grammar +  Unexpected pressure
X Anunfamiliaraccent +  Arequestforsecrecy
X Aprofile thatlooks artificial + Ademandforcodesorremote access
X Avoice that sounds slightly wrong +  Instructions to move money to protect it
X Amessage with one factual mistake +  Arefusaltoletyou verify independently

Astrong standingrule

No legitimate bank, government agency, or company needs you to move money to a new account, cryptocurrency kiosk,
courier, or pile of gold to keep it safe.[4104107]

Sources: FTC high-loss imposter Data Spotlight [4]; FTC 2025 imposter data [14]; FTC consumer alert [17].
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DEFENSEBY DESIGN

03

Defense by design

The goalis not constant suspicion. Itis a small set of household and institutional
defaults that add time, a trusted channel, and another person around high-risk
actions.

Framework companion: KinKeeper Elder Fraud & Scam Protection Playbook [15].
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DEFENSE BY DESIGN A and

ATHREE-MOVE RESPONSE

Pause. Verify anotherway. Share.

The response is intentionally simple enough to use under pressure and broad enough to work across calls, texts,
email, physical mail, social media, and Al-generated content,[B16109]

Ol

Pause

Stop the interaction. Pressure
is the cue to slow down, not
proof that the requestisreal.

Q 02

Verify another way

Leave the channel the sender
controls. Use a saved number,
official app, trusted

o0 03

Share

Bringin atrusted person
before a high-risk action. A
calm second person breaks

statement, or website you
type yourself.

secrecy and sees the story
from outside the pressure.

INTHE MOMENT INTHE MOMENT INTHE MOMENT

Foraloved one, lead with
thanks and help, not shame.

Do notclick, reply,reada Do notuse a callback number,
code, install software, or send link, QR code, orsearch ad
money. supplied by the interaction.

. Why 'another way' matters

Asking the same caller to prove who they are keeps verification inside the attacker's channel. Independent verification
changes who controls the evidence.

Sources: FBI generative AIPSA[3]; FTC family emergency guidance [6]; KinKeeper companion course [15].
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DEFENSE BY DESIGN A and

BEFORE PRESSURE ARRIVES

A one-time household setup can
protect everyday independence

Good fraud defense lives in defaults. Set these up during a calm moment, with the older adult making the
choices.

Choose a trusted check-in person

Decide who to contact before sending money, codes, oraccount access inresponse to an unexpected request.

Create a private family phrase

Use something memorable that is not a birthday, pet name, or detail posted online.BI’]

Save official contact routes

Store bank, card, brokerage, and key family numbers. Use statements or official apps, not inbound links.

Turnon account alerts

Enable alerts for transfers, withdrawals, password changes, new payees, and new devices where available.

Adopt atwo-personrule

Foranunexpectedrequest above a household-selected threshold, pause until a second trusted person reviews it.

‘ Name the non-negotiables
No one-time codes, remote access, safe-account transfers, gift cards, crypto kiosks, or couriers inresponse to
surprise contact.

‘ Optional bank support

Ask the bank, credit union, or brokerage what trusted-contact, notification, transaction-hold, and exploitation-response
optionsit offers. A trusted contact does not automatically gain authority over the account.l®I]

Sources: FBIAIPSA [3]; SEC/NASAA/FINRA investor alert [7]; CFPB [8]; interagency statement [9].
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DEFENSE BY DESIGN A and

CONNECTION WITHOUT TAKEOVER

The best family role is a safe second
channel

Scammers benefit when people feel embarrassed or fearlosing control. Family systems should make it easier to
ask fora second opinion while keeping the older adult at the center of the decision.

Thank the pause

Say:'Good call checking. Let's look at it together.'

Verify with, not for

Openthe official app or call a known number together whenever possible.

Separate support from surveillance

Agreeinadvance which alerts are helpful and who sees them.

Act beforelecturing

If money oraccess moved, contact the provider first. Review warning signs later.
Never shame
Anyone canbe targeted. Shame reduces future disclosure and helps recovery scammers.

‘ When the concernis a known person

Elder financial exploitation also includes theft or misuse by relatives, caregivers, fiduciaries, or other trusted people. If
thatis suspected, use local Adult Protective Services, law enforcement, and legal resources rather than confronting the
suspected person alone. 113!

Sources: FINCEN elder financial exploitation analysis [5]; CFPB resources [8]; DOJ Elder Justice Initiative [13]
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DEFENSEBY DESIGN

FORINSTITUTIONS AND COMMUNITIES

Design forinterruption, dignity,and a
fastresponse

Financial institutions, senior-serving organizations, libraries, and caregiver programs canreduce the burden on
individuals by building independent verification and human connectioninto the environment.

Ol

Detect patterns, not age Offertrusted-contact options
Monitorunusual transfers, new payees, account Make designation clear, revocable, and separate
takeoversignals, abrupt behavior changes, and from transactional authority. Explain when contact
high-risk payment rails. Do not treat age alone as may occur. Bl

proof of incapacity.

03 04

Add proportionate friction Prepare the response path

Use callbacks, holds, escalation, or a second review Train staff on escalation, suspicious activity reporting,
forunusual high-risk transactions while preserving Adult Protective Services, law enforcement, and
normal access. victim-centered communication.?!

‘ The systemis already seeing the signals

FinCEN identified 155,415 elder-financial-exploitation-related BSA filings covering roughly $27 billion in suspicious
activity over one year. About 80% of the filings involved elder scams and about 20% involved elder theft.l°]

Sources: FINCEN [5]; CFPB [8]; interagency statement on elder financial exploitation [9].

KinKeeper.com | Elder Fraud in the Al Era Whitepaper



IF SOMETHING HAPPENED Aand

RESPONSE

Act quickly, preserve evidence, and
avoid the second scam

Afast, calmresponse may limit damage. Recovery depends on how the money oraccess moved, so start with
the financial ortechnology providerinvolved.[]o]

' Contact the provider now
Callthe bank, cardissuer, wire service, payment app, brokerage, gift-card issuer, mobile carrier, or delivery service.
Ask whether the transaction, transfer, package, oraccount change can be stopped orreversed.

Secure exposed access

Change exposed passwords, contact the phone carrier after a SIM takeover, remove remote-access software, run
asecurity scan, and review accounts for changes.

Preserve therecord

Save messages, envelopes, receipts, phone numbers, transaction IDs, wallet addresses, account details, and the
timeline. Do not keep engaging with the scammer.

Report through the right channels

Use ReportFraud.ftc.gov and IC3.gov. Use IdentityTheft.gov when personal information was misused. The National
Elder Fraud Hotline is 833-372-8311.01011012]

Watchforrecovery fraud

Scammers may impersonate law firms, agencies, orrecovery specialists and ask for upfront money. Independently
verify any offerto recover funds.!"

If there is animmediate threat of physical harm, call 211. For suspected abuse or exploitation by a known person, contact

local Adult Protective Services or law enforcement. ™!

Sources: FTC recovery guidance [10]; IdentityTheft.gov [11]; FBI elder fraud program [12]; DOJ [13]
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PUT THE PAPER INTO PRACTICE Aand

COMPANION COURSE

Practice the decisions before pressure
arrives

KinKeeper's free Elder Fraud & Scam Protection Playbook uses realistic, fictional scenarios to practice the same
response across texts, email, physical mail, Al-enabled calls, relationship scams, money requests, and
recovery.[]sl

Pressure and personalization

Practice recognizing urgency, authority, secrecy, and personal details that are not
proof.

Texts, email, and mail

Choose anindependent route for bank alerts, delivery fees, government notices,
and donations.

Alvoices and access

Respond to a familiar-sounding emergency, one-time-code requests, and
remote-access demands.

Connectionandrecovery

Help without shame and act quickly when money or access has already moved.

Household plan

Choose concrete actions for a trusted person, family phrase, saved numbers,
alerts, and reporting.

A%

Z KinKeeper
The Elder Fraud & Scam Protection Playbook

Free. Private by default. No sign-up required.

kinkeeper.com/playbooks/elder-fraud-scam-protection/

The Playbook and KinKeeper fraud tools are educational and alerting resources. They cannot prevent or guarantee protection from
scams.

Companion: KinKeeper Elder Fraud & Scam Protection Playbook [15]
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METHODOLOGY AND LIMITATIONS A and

METHODOLOGY

How this paper wasresearched

‘ Evidence window
Sources were reviewed through July 15, 2026. The newest complete federal reporting period available was 2025 for
FBIIC3 data and 2024 for the FTC older-consumer annual report.

Source selection

Primary federal sources were preferred: FBIIC3, FTC Consumer Sentinel, FInCEN BSA analysis, CFPB, DOJ, and joint
securities-regulator guidance. Kinkeeper material was used only for the companion framework and course
mapping.

concepts. Dollaramounts were rounded only where the source itself used rounded values.

Editorial review

‘ Datatreatment
IC3, FTC, and FinCEN figures were kept separate because they measure different reporting channels and

Claims were checked against the source ledger. High-volatility facts, reporting routes, and product availability are
scheduled for quarterly review.

LIMITATIONS

e Complaint systems substantially undercount fraud and are influenced by awareness, access, reporting behavior, and
contributor practices.

® Reportedlossisnotthe same as verified adjudicated loss, and suspicious activity is not the same as confirmed victim loss.

e Alinvolvementis difficult forcomplainants to observe. Identified Al-related complaints are not a complete count of Al-enabled
fraud.

e Thecategory'age 60+' covers alarge and diverse population. It should not be treated as one risk profile.

e Thispaperiseducational, notlegal, investment, financial, cybersecurity, orlaw-enforcement advice.

‘ Next scheduled review

October15,2026, or earlierif the FBI, FTC, reporting routes, or KinKeeper product availability materially changes.
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COMPANION COURSE A and

FREE INTERACTIVE COURSE

Practice the moves before pressure
arrives

The Elder Fraud & Scam Protection Playbook turns this paper's guidance into realistic,
fictional practice. Learners work through modern scam scenarios and build aresponse they
canuse without having to identify the technology behind the message.

FREE INTERACTIVE COURSE

The Elder Fraud & Scam
Protection Playbook

Practice recognizing scams across texts, email, physical
mail, calls, and relationships, then choose habits you can
useright away.

Pause

Slow down when pressure appears.
@® 25-30 minutes ® 10chapters S
P ™ LB A

@® Nosign-up @ Private by default Verify another way
Leave and use a channel you trust.

nthe fr r
Open the free course Share

Bringin someone before you act.

kinkeeper.com/playbooks/elder-fraud-scam-protection/

Practice, not atest @ roryouoralovedone @ rrecandeasytoshare
Fictional scenarios teach Choose the perspective that fits. No accountisrequired.
repeatable decisions. The Progress and answers stay in the Organizations can also embed
course doesnotcreate a learner's browser. the responsive course.

vulnerability score.
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